
√ The potential benefits and
disadvantages of different methods IT
companies charge for their products
and services.

√ How to avoid agreeing to a
common billing model that will put all
risks on you, the customer.

√ How to spot exclusions, hidden fees
and other “gotcha” clauses in your
contract.

√ 12  important questions to ask
BEFORE granting access to your
computer network, e-mail, and data.

Find out what you should 
expect to pay for 

IT SUPPORT
AND how to get EXACTLY what you need 

WITHOUT any extras, hidden fees, or 
bloated contracts! 

Business Owner's 
Guide to
IT Support and
Services

The
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Introduction

This guide will help business owners pick the right IT services company 

for their business needs and budget based on the VALUE the company can 

deliver, not just the price, high OR low. It will help business owners  to 

identify common ways IT companies’ package and price their services, and 

the pros and cons of each approach. It will give you “industry secrets” about 

IT services contracts and SLAs (service level agreements) that many 

business owners may not be aware of when evaluating IT services providers 

that contain hidden fees and can lock you into a long-term contract even if they fail to deliver you the 

quality of service that you deserve.  Ask not what IT companies charge for their services, instead, ask: 

“What will I get for my money?” 

About The Author 
For over 24 years, Corporate Technologies Group Inc., has ensured 

that our clients achieve long-term success by investing the time to 

understand how they do business and provide them with the right 

solution to fit their needs. 

We are an Ohio-based company with national and international 

reach that employs a motivated team of highly experienced, customer-focused professionals. We have 

relationships with 200+ IT product and service providers that enable us to offer a complete portfolio of 

best-in-class solutions for our clients. Our extensive industry experience combined with a vendor-

agnostic approach, and knowledge of your business allows us to develop impactful solutions that allow 

you to effectively outsource the management of your voice, data, security, premise-based phone systems 

and cloud-based services. Businesses choose Corporate Technologies Group because we provide 

solutions that enable you to focus on what matters most — your business. 
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Comparing Apples to Apples:  
The Predominant IT Service Models Explained

Before you can accurately compare the fees, 
services, and deliverables of one IT services 
company with another, you need to understand the 
three predominant service models most of these 
companies fit within. Some companies offer a blend 
of all three, while others are strict about offering 
only one service plan. The three predominant 
service models are: 

• Time and Materials. In the industry, we call
this “break-fix” services. Essentially you pay an
agreed-upon hourly rate for a technician to “fix”
your problem when something “breaks.” Under this
model, you might be able to negotiate a discount

based on buying a block of hours. The scope of work may be simply to resolve a specific 
problem, like fixing a problem with your e-mail, or it may encompass a large project, like 
a network upgrade or move that has a specific result and end date clarified. Some 
companies will offer staff augmentation and placement under this model as well. 

• Co-Managed or Managed IT Services. This is a model where the IT services company
takes the role of your fully outsourced “IT department” and not only installs and supports
all the devices and PCs that connect to your server(s), but also offers phone and on-site
support, antivirus, cyber security, backup, and a host of other services to monitor and
maintain the health, speed, performance, and security of your computer network.

• Software Vendor-Supplied IT Services. Many software companies will offer IT support
for their customers in the form of a help desk or remote support for an additional fee.
However, these are typically scaled-back services, limited to troubleshooting their
specific application and NOT your entire computer network and all the applications and
devices connected to it. If your problem resides outside of their specific software or the
server it’s hosted on, they can’t help you and will often refer you to “your IT department.”
While it’s often a good idea to buy some basic-level support package with a critical
software application you use to run your business, this is not enough to provide the full IT
services and support most businesses need to stay up and running.

     When looking to outsource your IT support, the two service models businesses typically 
choose are the “managed IT services” and “break-fix” models. Let’s review the pros and cons of 
these two options, and then the typical fee structure for both. 
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Is the break-fix approach more cost effective 
than Co-Managed IT for your business? 

You’ve probably heard the famous Benjamin Franklin quote, “An ounce of prevention is worth a 
pound of cure.” I couldn’t agree more – and that’s why it’s my sincere belief that some form of 
managed IT is essential for every business.  

Corporate Technologies Group offers different plans to fit the needs of our clients. We can 
provide basic managed services plan to ensure the most essential maintenance is done, then bill 
for any support used. For our smallest clients, they often find this the most economical. But for 
some of our midsize organizations, we offer a fully co-managed approach where more 
comprehensive IT services are covered in the plan. By doing this, we ensure they get the fast, 
responsive support and expertise they need. 

We want to help you understand the VAST DIFFERENCES in service contracts for hourly vs. 
Co-Managed IT support.  Our process is to learn exactly what you want to accomplish FIRST, 
and then customize a solution based on your specific needs, budget, and goals.  

Hourly Break-Fix Fees: These are typically 
billed per hour with a one-hour minimum. In 
most cases, they will give you a discount of 5% 
to as much as 20% on their hourly rates if you 
purchase and pay for a block of hours in 
advance.  

     If they are quoting a project, the fees range 
widely based on the scope of work outlined. If 
you are hiring an IT consulting firm for a 
project, I suggest you demand the following: 

• A detailed scope of work that
specifies what “success” is. Make sure
you detail what your expectations are
in performance, workflow, costs,
security, access, etc.

• A fixed budget and time frame for completion. Agreeing to this up front aligns both 
your agenda and the consultant’s. Be cautious of loose estimates that allow the consulting 
firm to bill you for “unforeseen” circumstances. 
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Co-Managed or Managed IT Services: Most managed IT services firms will quote you a 
MONTHLY fee based on the number of devices they need to maintain, back up and support.  If 
you hire an IT consultant and sign up for a managed IT services contract, here are some things 
that SHOULD be included (make sure you read your contract to validate this): 

• Security patches applied weekly, if not daily, for urgent and emerging threats
• Antivirus updates and monitoring
• Firewall updates and monitoring
• Backup monitoring and test restores
• Spam-filter installation and updates
• Monitoring workstations and servers for signs of failure
• Optimizing systems for maximum speed
• Documentation of your network, software licenses, credentials, etc.

     The following services may NOT be included and will often be billed separately. This is not 
necessarily a “scam” or unethical UNLESS the managed IT services company tries to hide these 
fees when selling you a service agreement. Make sure you review your contract carefully to 
know what is and is NOT included! 

• Hardware, such as new servers, PCs, laptops, etc.
• Software licenses
• Special projects
• Moving network to a new location
• Large projects
• Detailed Wi-Fi surveys

   Beware of the gray areas of “all-inclusive” service contracts. In order to truly compare 
the “cost” of one managed IT services contract with another, you need to make sure you fully 
understand what IS and ISN’T included AND the “SLA” or “service level agreement” you are 
signing. Remember, cheaper isn’t always better.  

Co-Managed IT is the best solution when 
there is already a competent IT person or 
team proactively managing your 
computer network and there is simply a  
specific IT task to complete that your 
current in-house IT team doesn’t have the 
time nor expertise to implement (such 
as migrating to a cloud-based solution, 
implementing a cyber security plan, 
etc.) Outside of that specific scenario, if 
you choose the wrong solution, you’ll end 
up paying for a pound of “cure” for 
problems that could have easily been 
avoided with an “ounce” of prevention. 
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Is regular maintenance and monitoring critical 
for your network? 

At the end of the day, computer networks 
need ongoing maintenance and monitoring 
to stay secure.  Unmonitored networks are 
at risk for having your customers, 
employees, or even your bank account and 
passwords stolen.  Hackers can use your 
computer network to send spam using YOUR 
domain and servers, host pirated software 
and, of course, spread viruses.  

     They use advanced software that 
continually scan millions of networks for 
vulnerabilities and obtain data from the 
dark web that could include YOUR 
usernames, passwords, e-mail addresses 
and other data to gain access to your 
information.  

     Other security risks include rogue 
employees, lost devices, hardware failures, 
fire, and natural disasters. Then there’s 
regulatory compliance for any business 
hosting or touching credit card or financial 
information, medical records and even client 
contact information such as e-mail 
addresses. 

     Preventing these problems and keeping 
your systems up and running is far less 
expensive than waiting until one of these 
things happens and you find yourself 
needing to pay for emergency IT services to 
restore your systems to working order 
(break-fix). 

Should you hire a full-time IT employee? 

In most cases, it is not cost-effective for small to medium 
companies to hire a full-time IT person. 

Realistically, no one IT person can know everything there is 
to know about IT support and cyber security. If you need a 
full-time IT lead, you probably also need up to four 
additional support positions to reduce the workload of your 
IT lead.  

This is where a co-managed IT solution can help to fill in the 
gaps and provide the tools, services, experience, and 
support that your business may not have the time or 
resources to provide.  
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12 Questions You Should Ask Your IT Services 
Company Or Consultant Before Hiring Them 

for IT Support 
Here are 12 questions to ask your IT services provider that will help you verify exactly what you 
will get for your money BEFORE you sign on the dotted line. Some may be more important to 
you than others (i.e., cancellation options, insurance coverage, or having a dedicated account 
manager) just  make sure the IT firm you choose can provide proof of coverage IN WRITING.  

Customer Service: 

Q1: When I have an IT problem, how do I get support?  

Our Answer: When a client has a problem, we “open a ticket” in our system so we can properly 
assign, track, prioritize, document, and resolve client issues.  

Q2: Will I be given a dedicated account manager? 

Our Answer: From initial call to final resolution, you will work with our SAME dedicated account 
manager who will know you, your business, and your goals.  

IT Maintenance (Managed Services): 

Q3: Do you offer true managed IT services and support? 

Our Answer: Our remote network monitoring system watches over your network to constantly look 
for developing problems, security issues and other problems so we can address them BEFORE they 
turn into bigger problems. 

Q4: What is NOT included in your managed services agreement? 

Our Answer Our managed services agreement is completely transparent and covers: 

• Managed Endpoint with Anti-Virus • Managed Network
• Managed Server • Managed Identity Management
• Managed Firewall • Managed Security Operations
• Managed Backup

Depending on which services are chosen, we will provide detailed information on what is not covered 
BEFORE you sign the contract.  
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Q5: Do you offer documentation of our network as part of the plan, and how does that work? 

Our Answer: Network documentation should provide detailed technical records about the assets you 
own (computers, devices, software, directory structure, user profiles, passwords, etc.) and how your 
network is set up, backed up and secured.  

We provide documentation in written and electronic form at no additional cost. We also perform a 
quarterly update on this material and make sure certain key people from your organization have this 
information and know how to use it, giving you complete control over your network.   

Cyber Security: 

Q6: How do you lock down our employees’ PCs and devices to ensure they’re not compromising 
our network?  

Our Answer: As above, the question may get a bit technical. The key is that they HAVE an answer 
and don’t hesitate to provide it. Some of the things they should mention are: 

• 2FA (two-factor authentication)
• Advanced end-point protection, NOT just antivirus

Q7: What cyber liability and errors, and omissions insurance do you carry to protect me? 

Our Answer: If you experience a problem with your network that causes you to be down for hours 
or days, to lose data or get hacked, who’s responsible? What if one of their technicians gets hurt at 
your office? Or damages your property while there?  

We make it a priority to carry all the necessary insurance to protect you, including cyber liability 
insurance. Just ask, and we will be happy to show you a copy of our policy. 

Because a combination of these lockdown strategies is essential to protecting your network and data, we offer 
these lockdown solutions and more to our clients. 

Q8: Do you have a SOC, and do you run it in-house or outsource it? If outsourced, what company do you use? 

Our Answer: A SOC (pronounced “sock”), or security operations center, is a centralized department within a 
company to monitor and deal with security issues pertaining to a company’s network.  

Less experienced IT consultants may monitor your network hardware, such as servers and workstations, for 
uptime and patches, but they might not provide security monitoring. This is particularly important if you host 
sensitive data (financial information, medical records, credit cards, etc.) and fall under regulatory compliance 
for data protection.  

We have an outsourced SOC solution to provide proactive security monitoring for our clients to better prevent a 
network violation or data breach.  
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Backups And Disaster Recovery: 

Q9: Can you provide a timeline of how long it will take to get my network back up and running 
in the event of a disaster?  

Our Answer: One of the key areas you want to discuss with your next IT consultant or firm is how 
they manage both data backup AND disaster recovery. They should have a plan in place and be able to 
explain the process for the emergency fail-over as well as the process for restoring your network and 
data with a timeline.  

In a best-case scenario, your business should be operational within six to eight hours or less, and 
critical operations should be failed over immediately. 

We understand how important your data is and how getting your team up and running quickly is 
essential to your business success. Therefore, in the event of any disaster, we can confidently get your 
network back up and running in 6 to 8 hours or less. 

Q10: Do you conduct periodic test restores of my backups to make sure the data is not corrupt 
and could be restored in the event of a disaster?  

Our Answer: A great IT consultant will review your backup systems daily to ensure that backups are 
actually occurring, and without failures.  

We review your systems daily and perform a monthly randomized “fire drill” test restore of some of 
your files from backups to make sure your data CAN be recovered in the event of an emergency. After 
all, the WORST time to “test” a backup is when you desperately need it.

Q11: If I were to experience a location disaster, pandemic shutdown or other disaster that prevented me 
from being in the office, how would you enable me and my employees to work from a remote location?  

Our Answer: Fires, floods, hurricanes, and tornadoes can wipe out an entire building or location.  Ask 
your prospective IT consultant how quickly they were able to get their clients working remote securely 
when Covid shut everything down. Ask for testimonials to find out how the process went.  

We can provide testimonials of clients from many different industries that we have helped set up for 
remote work.  

Q12: Show me your process and documentation for onboarding me as a new client. 

Our Answer: If you consider Corporate  Technologies Group as your next MSP, we will share our new 
client onboarding process and documentation. I think you’ll be impressed.  
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FINAL THOUGHTS
If you want to be certain you are getting everything you need to protect your business, choose an 

IT firm that will take the time to answer all of your questions, and will make it clear which 
services your contract will (and will not) cover. 

With various pricing models available, there are options available to fit your budget and your 
business. It is not worth taking a chance of simply going without support.  

If you would like help getting started, we offer a 
comprehensive network assessment that will help you discover: 

 Where you are overpaying (or getting underserved) for the services and support you are
currently getting from your current IT company or team.

 Whether or not your systems and data are truly secured from hackers and ransomware,
and where you are partially or totally exposed.

 If your data is actually being backed up in a manner that would allow you to recover it
quickly in the event of an emergency or ransomware attack.

 Where you are unknowingly violating compliance regulations specific to your industry.

 How you could lower the overall costs of IT while improving communication, security,
and performance, as well as the productivity of your employees.

Visit our website at ctgusa.net/network-assessment or call 330-655-8448, Option 2 to 
schedule your consultation today!  

Fresh eyes see things that others cannot. 
Our Network Assessment is a risk-free way 
to get a credible 3rd party validation of the 

security, stability, and efficiency of 
your IT systems.


